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Summary of Companies’ Responsibilities and Obligations Under the CSL
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With a view to marking the first anniversary of the implementation of
the China’s Cybersecurity Law (the “CSL”), and to enabling companies
to have a better understanding of their responsibilities and obligations
under the CSL, Llinks Cybersecurity and Data Service Team will,
starting from June 1st, 2018, publish a series of concise articles titled
“30 Questions About the CSL”. In this series, we aim to articulate
companies’ responsibilities and obligations under the CSL by
interpreting applicable laws and regulations, as well as precedent cases.
As the first episode of the series, this article serves as a framework
introduction of companies’ responsibilities and obligations under the
CSL, while all other articles will offer insights into various key

compliance aspects under the CSL.

Companies’ responsibilities and obligations regarding cybersecurity and

WMIEEE TERNBL AR, data compliance can be divided into four aspects: network operation
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WS TIIARRKE: security, critical information infrastructure protection, network
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Network Operation Security | Critical Information Infrastruction Protection

Cybersecurity and Data Compliance

Network Information Protection and Compliance | Compliance of Data Cross-border Transfer

V.

Network Operation Security
This section contains obligations of companies regarding graded network security protection, network

products and services procurement, real-name verification requirements, preparing emergency plans,
publishing network public security information and network security.

Protection of Critical Information Infrastructure?
Critical Information Infrastructure Operators (“CIIO”) have unique responsibilities and obligations in five

aspects of construction, graded network security protection, network products and services procurement,
data storage localization and security evaluation.

Network Information Protection and Compliance

Companies’ responsibilities and liabilities in this area are divided into online information protection and
compliance, and personal information protection.

Data Cross-border Transfer?

This section introduces requirements on security assessment, data subject consent, mandatory assessment
by competent authorities and circumstances where the data shall not be transferred outside the RPC in the
data cross-border transfer.

In addition, companies shall pay close attention to obligations imposed in other CSL-related areas, such as

network architecture compliance, permits and filings for value-added telecommunication business and

obligations of service providers of internet group messaging services.
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Summary of Companies’ Responsibilities and Liabilities under the CSL
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2| How Should Companies Implement the Graded Network Security Protection System
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3 How Should Companies Properly Respond to Authorities’ Requirement for Data Access?
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Key Compliance Issues in Using Enterprise WeChat
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Criminal Liabilities of Network Operators
6 VPN i ] 5515 BBk ] FY) & L 22 o
Key Compliance Issues in Use of VPN and Cross-border Connectivity
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Analysis on The Responsibilities and Obligations of Internet Information Services Providers
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Key Compliance Issues and Best Practices for Privacy Policies
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9 | Division of Responsibilities Between Companies and Third Parties Regarding Personal Information
Protection
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Key Compliance Issues in Collection and Use of Employee Information
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11 | Data Cross-border Transfer Happens More Than You Imagine — Analysis of Data Cross-border Transfer
Scenarios
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Proper Response to Personal Information Security Incidents
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Practical Analysis on Local Storage of Personal Information and Important Data
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14 | Network Security Emergency Response and Discussion on Necessity of Network Security Emergency
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Plans
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15 | Network Security Review on Key Network Equipment, Specialized Network Products and Network
Products and Services
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Analysis on Network Security Officer and Its Duties and Responsibilities
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Compliance Analysis on Use of Personal Information
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18 | Division of Responsibilities Between Companies and Employees Regarding Personal Information
Protection
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19 Hou Should Companies Implement Network Information Real-Name Requirements
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Analysis on Definition and Scope of Personal Information Under PRC Law
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Key Compliance Issues in Collection and Use of Customer Information
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Key Compliance Issues for Use of Personal Information in E-Commerce [etc.]
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23 | Practical Value Analysis on Information Security Technology — Personal Information Security

Specification as a Recommended National Standard (GBT)
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24 Key Issues of Data Due Diligence in M&A
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Brief Analysis on Companies’ Obligations of Personal Information Protection
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Definition of Key Information Infrastructures
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The Responsibilities and Obligations of Key Information Infrastructure Operators
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Identification of Important Data
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How to Transfer Data Abroad? — The Basic Process of Data Cross-border Transfer.
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Assessment for Data Cross-border Transfer
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! As of the date of this Article, the Measures on Protection of Critical Information Infrastructure are still seeking public
comments. The comments in this Article on critical information infrastructure operators’ responsibilities and liabilities are
based on the current published version of the exposure draft.

2 As of the date of this Article, the Assessment Measures on Cross-border Transfer of Personal Information and Important
Data are still seeking public comments. The comments in this Article on the responsibilities and liabilities associated with
data cross-border transfer are based on the current published version of the exposure draft.
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