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This article will briefly analyze the criminal laws that could possibly be
violated by network operators, the elements of the crimes, and the

criminal consequences.

I.  The Crimes that Network Operators may Commit

A. The Crime of Infringing Citizens' Personal Information
According to Article 253 of the Criminal Law and Supreme
People's Court (“SPC”) and Supreme People's Procuratorate
(“SPP”)'s Interpretations of Several Issues Concerning the
Application of Law in Criminal Cases of Infringement of
Citizens' Personal Information (“SPC and SPP
Interpretations™), the elements for constituting the crime of

infringing citizens’ personal information are as follows:
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Compliance tips. We remind companies to pay attention to seven typical criminal offences committed
by companies in order to avoid criminal investigation.

B. The Crime of Refusing to Fulfill the Obligations of Information Network Security Management
The elements for the crime of refusing to fulfill the obligations of information network security

management are as follows:

1. Violations of laws and administrative regulations
2. Certain conducts
3. Causation

Compliance tips. We remind companies to pay attention to five typical criminal offences committed

by companies in order to avoid criminal investigation.

Il. Suggestions

The best way for companies to avoid the above-mentioned crimes is to build a solid compliance system. We
hereby make following recommendations on corporate compliance based on our long-term compliance

legal service experience.

1. Collect citizens’ personal information in a legal and compliant method.
2.  Take the regulatory authority’s requirements seriously.

3. Establish and improve internal control systems.
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