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Key Points for Compliance and Best Practices of Privacy
Policy(Summary)

15&: BKE | FXin | B0

The CSL raises specific requirements on processing (collection, use,
storage and sharing, hereinafter collectively referred to as “processing”)
of personal information. A compliant privacy policy conveys the

company’ good faith in processing personal information lawfully.
I.  Key Points for Compliance

Privacy policy shall comply with relevant laws, regulations and
ministry rules. Relevant provisions concerning personal
information protection are found in a variety of laws and
regulations. After the implementation of the CSL, the
governmental authorities have taken actions to review the

privacy policies of famous enterprises. This article sets out the
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Key Points for Compliance and Best Practices of Privacy Policy(Summary)

i. Contents

Explicitly state the type, scope and item of personal information collected and explain the
purpose and methods of such collection.

2. Where personal information will be transmitted abroad, specify the purpose of such transmission,
scope and types of the data transmitted, the country or region where the recipient is located.

3. Where commercial information will be distributed to personal information subjects, it shall be
clarified.

4. Explicitly provide the technical measures and other necessary measures to ensure information
security.

5. Delete the personal information collected in violation of applicable laws and regulations or
relevant mutual agreement; correct the errors in the personal information collected or stored.

6. State remedial actions in case of an information incident where information has been or could be
leaked or lost, as well as the means to inform users and report to the relevant authorities.

7. Provisions regarding consent by the information subject. Such provisions shall be drafted
considering the channels and means through which users access the privacy policy and they shall
ensure a complete review by users of such policy through technical means.

ii. Formality

1. Be concise and user-friendly.

2. Use enhanced notice.

3. User-oriented.

I. Best Practices

Elements of 7 Sections of a Best-practice Privacy Policy and Examples:

General Provisions

Collection of Personal Information

Use, Storage and Transfer of Personal Information

Disclosure of Personal Information
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Security Measures for Personal Information

Rights of Users over Personal Information

Others
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Schedule of “30 Questions About CSL”
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Summary of Companies’ Responsibilities and Liabilities under the CSL
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2 | How Should Companies Implement the Graded Network Security Protection System
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3 How Should Companies Properly Respond to Authorities” Requirement for Data Access?
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Key Compliance Issues in Using Enterprise WeChat
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Criminal Liabilities of Network Operators
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Key Compliance Issues in Use of VPN and Cross-border Connectivity
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Analysis on The Responsibilities and Obligations of Internet Information Services Providers
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Key Compliance Issues and Best Practices for Privacy Policies
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9 | Division of Responsibilities Between Companies and Third Parties Regarding Personal Information
Protection
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10 Key Compliance Issues in Collection and Use of Employee Information
o H LR AR ALV

11 | Data Cross-border Transfer Happens More Than You Imagine — Analysis of Data Cross-border Transfer
Scenarios
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Proper Response to Personal Information Security Incidents
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Practical Analysis on Local Storage of Personal Information and Important Data
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14 | Network Security Emergency Response and Discussion on Necessity of Network Security Emergency

Plans
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Network Security Review on Key Network Equipment, Specialized Network Products and Network
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Products and Services
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Analysis on Network Security Officer and Its Duties and Responsibilities
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Compliance Analysis on Use of Personal Information
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18 | Division of Responsibilities Between Companies and Employees Regarding Personal Information

16

17

Protection
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Hou Should Companies Implement Network Information Real-Name Requirements
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Analysis on Definition and Scope of Personal Information Under PRC Law
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Key Compliance Issues in Collection and Use of Customer Information
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Key Compliance Issues for Use of Personal Information in E-Commerce [etc.]
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23 | Practical Value Analysis on Information Security Technology — Personal Information Security
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Specification as a Recommended National Standard (GBT)
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24 Key Issues of Data Due Diligence in M&A
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Brief Analysis on Companies’ Obligations of Personal Information Protection
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Definition of Key Information Infrastructures
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The Responsibilities and Obligations of Key Information Infrastructure Operators
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Identification of Important Data
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How to Transfer Data Abroad? — The Basic Process of Data Cross-border Transfer.
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Assessment for Data Cross-border Transfer
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