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I. The Predecessor of GNSP.

The GNSP is an upgrade of the “graded computer information
system security protection system” dated back to 1994. In
promulgating the CSL, the provisions of GNSP are further
confirmed, updated and upgraded in the CSL.

I1.  Shall Companies Implement GNSP?

Unlike the prior rules, the CSL provides that all network
operators shall have the obligations to implement the GNSP.
Those who fail to implement the GNSP will face administrative
penalties including ordered rectification and fines.

o I11. How Should Companies Implement the GNSP?
MEFET IR R4,
BESTHARKER:

The GNSP is difficult for a company to implement on its own.
ER#E R (86 21) 3135 8756

Publication@llinkslaw.com Companies are advised to engage professional and qualified

assessment agent to assist with the implementation of the GNSP.
BEHERITHES R In addition, companies themselves shall fulfill certain mandatory

linkslaw.com obligations imposed by law.
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1V. Reminders

1. The company is ultimately responsible for the accuracy of the grading of its network system.
2. Those network operators that are graded as level 111 and above shall conduct regular assessments.

3. Network operators’ GNSP obligations are not fulfilled with network architectures such as SaaS. Even
under such circumstances, companies are still obligated to implement the GNSP, and shall divide such
obligations with the service providers based on the boundary of the relevant network.
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Schedule of “30 Questions About CSL”
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Summary of Companies’ Responsibilities and Liabilities under the CSL
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3 How Should Companies Properly Respond to Authorities’ Requirement for Data Access?
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Key Compliance Issues in Using Enterprise WeChat
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Criminal Liabilities of Network Operators
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Key Compliance Issues in Use of VPN and Cross-border Connectivity
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Analysis on The Responsibilities and Obligations of Internet Information Services Providers
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Key Compliance Issues and Best Practices for Privacy Policies

il 55 =T7 R TSN B AR SR 23

9 | Division of Responsibilities Between Companies and Third Parties Regarding Personal Information
Protection
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Key Compliance Issues in Collection and Use of Employee Information
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11 | Data Cross-border Transfer Happens More Than You Imagine — Analysis of Data Cross-border Transfer
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Scenarios
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Proper Response to Personal Information Security Incidents
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Practical Analysis on Local Storage of Personal Information and Important Data
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14 | Network Security Emergency Response and Discussion on Necessity of Network Security Emergency
Plans
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15 | Network Security Review on Key Network Equipment, Specialized Network Products and Network
Products and Services
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Analysis on Network Security Officer and Its Duties and Responsibilities
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Compliance Analysis on Use of Personal Information
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18 | Division of Responsibilities Between Companies and Employees Regarding Personal Information
Protection
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19 Hou Should Companies Implement Network Information Real-Name Requirements
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Analysis on Definition and Scope of Personal Information Under PRC Law
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Key Compliance Issues in Collection and Use of Customer Information
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Key Compliance Issues for Use of Personal Information in E-Commerce [etc.]
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23 | Practical Value Analysis on Information Security Technology — Personal Information Security

Specification as a Recommended National Standard (GBT)
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24 Key Issues of Data Due Diligence in M&A
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Brief Analysis on Companies’ Obligations of Personal Information Protection
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Definition of Key Information Infrastructures
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The Responsibilities and Obligations of Key Information Infrastructure Operators
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Identification of Important Data
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How to Transfer Data Abroad? — The Basic Process of Data Cross-border Transfer.
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Assessment for Data Cross-border Transfer
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