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How Should Companies Properly Respond to Authorities’ Requirement for
Data Access?(Summary)
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I.  Special Areas

Public security organs, state security organs, people’s court,
people’s procuratorate and judiciary organs have the power to

require data access in anti-terrorism and state security cases.

Supervisory committees at all levels have the power to require data
access in supervisory cases.

Il. Judiciary Areas
In criminal proceedings, crime investigation organs (public

security organs, procuratorate organs, State security organs,
military departments and prison investigation departments) may

enforce data access for reasons of evidence discovery, seizure and
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ESTHIARBE: impoundment.
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In civil proceedings, the court can exercise its power to compel data access.

I11. Administrative Areas

In administrative penalty cases, the administrative law enforcement organ can enforce data

access.

In administrative management, and the administrative agencies usually negotiate with the data

possessor or controller for data access.

IV. Legal Liabilities

Legal liabilities for non-compliance with government requirements for data access are
provided for in special areas (anti-terrorism, state security and supervisory cases), criminal

and administrative proceedings, and civil proceedings.

2018 4 6 A 1 HZHE (Mg eaik) IERAREEE—FFE L H o s Bl i my B AR 19 2292 F lk
TS 55, TINS5 P 46 2 4 S5 AR AR S5 AT BA M 6 1 H RS S i <P 2% 22 4xik>52 95 30 )
RIINERT, WEDHEEIUE RfFEE, 56 ISR, RIS 55, Bl & Rl
g, ARE A .

RN (<ML 2 4E>5055 30 ) RFIRGESG T K28 =8, Wi E SIS B B ARG m &, Bl
HIONMRN LIRS,

H T 1 5K e A BOKE B I e R R E A B R 9 1 2% 18, % [ BURH) T4 K U B A L i ro AL g . i,
2018 £ 3 H 23 H, EHE (HEIHEHAMEEHEIEE)  “Cloud 15" IERER. %M Cloud 4%, 35 EHE
JRF T DAEL SR U ) A ] 09X 4% Al 55 s ) R O A7 T A L AR 5 2 D 0455 JE (B AR A [ BBURT &+ & % A T EURT),
{ER At BUR 1 JERGRAS A7 T 22 1 iR 25 2% B A0fs .

A v (RIS L5 A B B 2 M A (e JEATIE & A5 2 A SO RTIR 1) L 4540 R, Ak 2%

=R AHRMEEEEFR AR |, MEENEIDESAIEEENSREN, BAIBRAHE R R AV ER

A BTRIEA KBTI SERIERRIESE, BAWRBFIAEXIALRIIAIRNF,
2



LINKS

AT WEE - EFRAEF | WE LINK LOCAL LEGAL INTELLIGENCE WITH THE WORLD
@ 72 4 55 457

1ol I N E RSB BUR A SE 5 S04

How Should Companies Properly Respond to Authorities’ Requirement for Data Access?(Summary)

—. FErRSuE

() SR A SOMZE B 5K 2 4
1 HELR
HFX—HE, ABOHBAEE PR ERE A 2. R LR AR A
RS B A R IEAT NG, AL oG GG b B N IR L b BN Rk S S A (R e
AL R HA B Z LK .
2. BT
(1) RSB E E K 252 BGEYE, BRIERAR 2 AUE, ff GHBGE
P EI) (EHE. Yo ) SEHSCR I R UE R S .
(2) JFRERR ARG E 5K 24 0 75 2, ARG RHORE SR A 3R ft s, — ik
PABRI . 2> BR B BB N DURE AR UE A B UE AR (8 B E) R R S5 T 2

(=) Mz
1 FEMLE: BT 5 R 5T .

2. AHOTAC EMERATMENE . RERY, RIS 2 NCL R B SOk
ARSI R TAF R B0 AR S o

—. AlESuE

Ky e =AU A DRSS (R 7 8) R U B
(—) FIFE R

1 fEMTERE, BHEMENR(A LR NRIEER . ERZEIR. FINGRETT L

HWRATAERRTT)2 ACLL, PUREG. & eSS t, RS IR e et e 58
Jiti o

2. AEFHA, BANRIEGAKIPBGREL, A0 AT LS N RSB R

(&) RFIrRR

ERFFAT, NRIEBAKIPBCE B E LW LS ABGESE, A0 AT LS N R 1R
B, BRI ES DUERINE S A AE . AT IESE AR AR R

=R AHRMEEEEFR AR |, MEENEIDESAIEEENSREN, BAIBRAHE R R AV ER

A BTRIEA KBTI SERIERRIESE, BAWRBFIAEXIALRIIAIRNF,
3



LL% AT WEE - EFRAEF | WE LINK LOCAL LEGAL INTELLIGENCE WITH THE WORLD
@ 72 4 55 457

1ol I N E RSB BUR A SE 5 S04

How Should Companies Properly Respond to Authorities’ Requirement for Data Access?(Summary)

=. TBHA AU

() ATEUAL T
FEATBUE TR, ATBAENLOCRBORBOEE I, 2 43 B ESGE NG, RERBGIESE 132 5
5, & HRUEFF G 22 -

|

ol

(&) TBURH
TBUE BB gL IUE, ATBWLIGHE R LA i (S B BOAE, 2506 0L T 2 R ek
B, SYOHBNEE, B AL AR,

. EEsE

() FEARU
1 R EX

(1) AERETAENGRBGESER, E2E5R M), PRSP A LA HHU B+ H T
B, ArBLIRAE—JT AR TR

(2) FEAFRERI P IE Soii 1 L axfivi e A, N E TR, EARE
(0, FEPEAL —F oo ORI G EIE R, AT HU B+ HUCM O, mTRUF
A3 e AR S LA ATRAT O, BRI T e AR Sk SR S
R, AT R TG R B ST A N O B RSN AT AT A
FE AL

2. LA T
EABE N LHR FER LBV RYEY F 5 %2 TR IRBEE R, BEEE ARG SN
RIHEAE ), FTRESBOANE N (R LB TIE) 555358 0, Wik
TG FE AR TAE N RARIEHATER S, Rl A i i — o bAUR 313K, 51 E i, &0
HELE+HBUR 8, aTRFAE T o BL R 31K

(=) PR RARAT B
H R, 75 E ML UE R B 80 2B OISR i, VR e 44 T oA — 2 [
HERHTIR . HUk, W SiZEFYO AR, NS R ILER T DR e il & . B, 7T
RES VAR R R B BALTITRY) 58 Fi-F 2658 — K8 T AR AR A B e AT

=R AHRMEEEEFR AR |, MEENEIDESAIEEENSREN, BAIBRAHE R R AV ER

AT ESA KB T SENERRBEE. BHRBIIANAHRIAIRF),
4



LUL\HI)/‘“S AT WEE - EFRAEF | WE LINK LOCAL LEGAL INTELLIGENCE WITH THE WORLD

SR e

1ol I N E RSB BUR A SE 5 S04

How Should Companies Properly Respond to Authorities’ Requirement for Data Access?(Summary)

(=) RFJFR
ENRIEBRIPAUE B GRES) EshRBREL T, HFEAN ARG RIS e
HHA DAL BISFREN KSR BUESE R, ATRES PO E NER (RFIFAE) B0
—h BTN, NRIEGTHE S TR E T DLTTAR. 0E, MROEARR, KIZE SO H ST

=R AHRMEEEEFR AR |, MEENEIDESAIEEENSREN, BAIBRAHE R R AV ER

R BTIRIEAREY TSR RAIESRE. FAIRBATEXIALRAINF,
5



LLIL\IL(ﬁS AT WEE - EFrCIREF | WE LINK LOCAL LEGAL INTELLIGENCE WITH THE WORLD

& 7 4 9 F A7

1ol I N E RSB BUR A SE 5 S04

How Should Companies Properly Respond to Authorities’ Requirement for Data Access?(Summary)

(<ML 21E>34 30 [A) RFURGESR 5 A BEiE 2
Schedule of “30 Questions About CSL”

(M2 22435 RR T A SRS S

Summary of Companies’ Responsibilities and Liabilities under the CSL

AV A ] % 52 9 245 22 A SR AR L
2| How Should Companies Implement the Graded Network Security Protection System

AR ARIVAIER SIS L C B w T

3 How Should Companies Properly Respond to Authorities’ Requirement for Data Access?
A AMVAE FH AU ARl 5 15 R R
Key Compliance Issues in Using Enterprise WeChat
. AT R 418 E FH H I FHSUE
Criminal Liabilities of Network Operators
6 VPN i ] 5515 BBk ] HY) & L 22 o
Key Compliance Issues in Use of VPN and Cross-border Connectivity
. HIRMAE B R S5 3R TAE LS5 A
Analysis on The Responsibilities and Obligations of Internet Information Services Providers
8 FRRABUR B & FLEE 55 B s ik

Key Compliance Issues and Best Practices for Privacy Policies

il 55 =T7 R TSN B AR SR 23

9 | Division of Responsibilities Between Companies and Third Parties Regarding Personal Information
Protection

A TAE B A AR A

Key Compliance Issues in Collection and Use of Employee Information

Bl 58 EE AR AR S B0 I ——He SRS TR 2 b

11 | Data Cross-border Transfer Happens More Than You Imagine — Analysis of Data Cross-border Transfer

10

Scenarios
12 MWNERSS e iR VA

Proper Response to Personal Information Security Incidents
13 AN NAF SR R BEH i A A A7 (0 S 5573 A

Practical Analysis on Local Storage of Personal Information and Important Data

WA 4% 2 4 AP IS0 - SHE VS IR 9% 22 43 N7 T ) e A

14 | Network Security Emergency Response and Discussion on Necessity of Network Security Emergency
Plans

PRZ6 B A N 2 AT FH = il . PRI 72 i S AR 25100 T 1) ) 4% 2 4 i A ol P

15 | Network Security Review on Key Network Equipment, Specialized Network Products and Network
Products and Services

RRFE 'ZIKtHH&%&ﬁ%f’E%‘ZKAuﬁ MEERBHEIPBESFRAGEEENEEEN, BA AR AH AR HAR AR
R BTIRIEAREY TSR RAIESRE. FAIRBATEXIALRAINF,



LLIL\J§S AT WEE - EFRAEF | WE LINK LOCAL LEGAL INTELLIGENCE WITH THE WORLD

Y E Y

1ol I N E RSB BUR A SE 5 S04

How Should Companies Properly Respond to Authorities’ Requirement for Data Access?(Summary)

W 24 22 4 47 5 N BB SR 53 AT

Analysis on Network Security Officer and Its Duties and Responsibilities
A NG BT &R A

Compliance Analysis on Use of Personal Information

V5 TR TA NG B AR 5T 5>
18 | Division of Responsibilities Between Companies and Employees Regarding Personal Information
Protection

Aol 7 24 e S X 2% 45 JE S 44 i R

16

17

19 Hou Should Companies Implement Network Information Real-Name Requirements
20 oh 2R B NS B 5 VS A
Analysis on Definition and Scope of Personal Information Under PRC Law
’1 HE BUEE. AR
Key Compliance Issues in Collection and Use of Customer Information
” LR SEAT AR AN A BB B R A

Key Compliance Issues for Use of Personal Information in E-Commerce [etc.]
(B RZEHEAR MMNERZEMN) IR b (GBT) HISEEANE 77

23 | Practical Value Analysis on Information Security Technology — Personal Information Security

Specification as a Recommended National Standard (GBT)

W e I w982 B K B B R b

24 Key Issues of Data Due Diligence in M&A
- AT AL AN NAF BARA XL55
Brief Analysis on Companies’ Obligations of Personal Information Protection
26 RS B IR B 1 5 e
Definition of Key Information Infrastructures
97 REEE BB IZ B # TS 5%
The Responsibilities and Obligations of Key Information Infrastructure Operators
- IR A2
Identification of Important Data
29 AR HEAT B R ? Bl BT S AR
How to Transfer Data Abroad? — The Basic Process of Data Cross-border Transfer.
20 s SRV

Assessment for Data Cross-border Transfer

RRFE 'ZISMH&%{W%%EVE%‘ZKAXUS MEERBHEIPBESFRAGEEENEEEN, BA AR AH AR HAR AR
R BTIRIEAREY TSR RAIESRE. FAIRBATEXIALRAINF,



LINKS

Y E Y

1ol I N E RSB BUR A SE 5 S04

AT WEE - EFRAEF | WE LINK LOCAL LEGAL INTELLIGENCE WITH THE WORLD

How Should Companies Properly Respond to Authorities’ Requirement for Data Access?(Summary)

Nt E R, ERA:

&£ &

HkE
FH1%:+86 21 3135 8701
david.pan@Ilinkslaw.com

3
iy L

{5 +86 21 3135 8686
david.yu@llinkslaw.com

K B
H,i%: +86 21 3135 8770
selena.she@llinkslaw.com

5P A
HiF: +86 21 3135 8676
dali.gian@Ilinkslaw.com

R 1
% +86 21 6043 3711
david.wu@llinkslaw.com

£ B
15 +86 21 6043 3710
elyn.jiang@llinkslaw.com

=

fir P&
{5 +86 10 8519 2266
david.yu@llinkslaw.com

HEE
Fi%: +86 10 8519 1606
yuhua.yang@llinkslaw.com

B OB(GRERETES A RIER R A KRE)

fir D
HiF: +86 21 3135 8686
david.yu@llinkslaw.com

& %

BEE
FLiE: +44 (0)20 3283 4337
yuhua.yang@Ilinkslaw.com

X EE
i i%: +86 21 3135 8678
bernie.liu@llinkslaw.com

-5 LA

FHi%: +86 21 3135 8783
nicholas.lou@Ilinkslaw.com

fLieE
Hii%: +86 21 3135 8777
kenneth.kong@Ilinkslaw.com

Bk
HE i +86 21 3135 8701
david.pan@llinkslaw.com

XEE
i +86 10 8519 2266
bernie.liu@llinkslaw.com

8 4
HiF: +86 21 3135 8776
sandra.lu@llinkslaw.com

© (<& LAFE>55 30 1) RIINUESR FIMMFSRBUBABIEAT 2% 22 40 5 8l A B IRAE L R A

REFP | FHRMKRIEEFRANR , MEEBBHEIDBSFAGEEENEEN, AR AR AR HAR YRR
A BTRIEA KBTI SERIERRIESE, BAWRBFIAEXIALRIIAIRNF,



