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1 Charter of Fundamental Rights of the European Union, Article 8 — Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some
other legitimate basis laid down by law. Everyone has the right of access to data which has been collected concerning him or
her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.

2 GDPR Art. 6 Lawfulness of processing

1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(a)the data subject has given consent to the processing of his or her personal data for one or more specific purposes;
(b)processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller;

(f)processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except
where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require
protection of personal data, in particular where the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the performance of their

tasks.
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3 Personal Data Protection Act 2012, Article 13: Consent required: An organisation must not, on or after 2 July 2014, collect,
use or disclose personal data about an individual unless —

(a) the individual gives, or is deemed to have given, his or her consent under this Act to the collection, use or disclosure, as
the case may be; or

(b) the collection, use or disclosure (as the case may be) without the individual's consent is required or authorised under this
Act or any other written law.

4 GDPR Art. 6 (11) ‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing
of personal data relating to him or her;

5 GDPR Art. 7 Conditions for consent

1. Where processing is based on consent, the controller shall be able to demonstrate that the data subject has consented to
processing of his or her personal data.

2. If the data subject’s consent is given in the context of a written declaration which also concerns other matters, the request
for consent shall be presented in a manner which is clearly distinguishable from the other matters, in an intelligible and easily
accessible form, using clear and plain language. 2Any part of such a declaration which constitutes an infringement of this
Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. 2The withdrawal of consent shall not affect
the lawfulness of processing based on consent before its withdrawal. 3Prior to giving consent, the data subject shall be
informed thereof. 4lt shall be as easy to withdraw as to give consent.

4. When assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, the performance of
a contract, including the provision of a service, is conditional on consent to the processing of personal data that is not

necessary for the performance of that contract.
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6 Personal Data Protection Act 2012, Article 18 Limitation of purpose and extent:

An organisation may collect, use or disclose personal data about an individual only for purposes —

(a)
(b)
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7 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (GDPR), OJ L 119, 4.5.2016, p. 1—
88, Recital (43) In order to ensure that consent is freely given, consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the data subject and the controller, in
particular where the controller is a public authority and it is therefore unlikely that consent was freely given in all the
circumstances of that specific situation. Consent is presumed not to be freely given if it does not allow separate consent to
be given to different personal data processing operations despite it being appropriate in the individual case, or if the
performance of a contract, including the provision of a service, is dependent on the consent despite such consent not being

necessary for such performance.
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8 Personal Data Protection Act 2012, Article 26 Transfer of personal data outside Singapore

(1) An organisation must not transfer any personal data to a country or territory outside Singapore except in accordance
with requirements prescribed under this Act to ensure that organisations provide a standard of protection to personal data
so transferred that is comparable to the protection under this Act.

(2) The Commission may, on the application of any organisation, by written notice exempt the organisation from any
requirement prescribed pursuant to subsection (1) in respect of any transfer of personal data by that organisation.

(3) An exemption under subsection (2) —

(a) may be granted subject to such conditions as the Commission may specify in writing; and

(b) need not be published in the Gazette and may be revoked at any time by the Commission.

(4) The Commission may at any time add to, vary or revoke any condition imposed under this section.
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