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BE IR R A RREE (B—hD
Guidelines for the Application for Data Export Security Assessment  (First Edition)

(Bt th 5T 2 PP 70D B 2022 £ 9 A 1 HIEREAT . Jufia A B8R AL B MLy . A
Bl 8 22 VAl A E AR

The Measures for Data Export Security Assessment came into force on September 1, 2022. These
Guidelines are formulated to guide and help data processors to apply for their data export security
assessments in a standardized and orderly manner.

—. EHEHE
Scope of Application

By i B H AR EE, A MBI 1, I8 e 4 2 A 7 [ oK R4S 0
B H 58 2 A VAl

Where a data processor transfers data abroad under any of the following circumstances, it shall, through
the local provincial-level cyberspace administration, apply to the State Cyberspace Administration for
a security assessment for data export;

(—) Hn A H A B AR (i A

the data processor transfers important data abroad,;

() RBEAE BB = A AL EE 100 5 N PAEA NG B A BHE AL B S AR A N5 B

a critical information infrastructure operator, or a data processor processing the personal
information of more than 1 million individuals, who, in either case, transfers personal information
abroad;

(=) BEFE 1 H 1 HERFFEAMER 10 5 AN AMEEEE 1 77 NBUERA NS BB 8E k2
BN NG R
a data processor who has, since January 1 of the previous year cumulatively transferred abroad the

personal information of more than 100,000 individuals, or the sensitive personal information of
more than 10,000 individuals, or

(VY SR A5 R0 1) At 75 22 F i Bt L B8 e v PA O T
other circumstances as stipulated by the State Cyberspace Administration under which security
assessment for data export is required.
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Any of the following circumstances is deemed as data export;

() Bl A BEE R AR 85 I T PSR P A I AR . A7 R A

a data processor transmits or stores data collected and generated domestically in the course of
business operations abroad; and

(7)) B AL BEF AR A AL OB AP AR N, BEANIHLAY . H s AW BL A, RE
_Fﬂ?‘ N T IJLIZII H
the data collected and generated by the data processor is stored within the territory of the PRC, but

can be accessed, retrieved, downloaded and exported by foreign institutions, organizations or
individuals; and

(=) B P57 52 R Fe A s 54T .

other activities of data export stipulated by the State Cyberspace Administration.

—. ARG LRE
Application Method and Process

B AL B F AR B R A VA, Nl BT AR A I AR R AT . R
J5 FONIETE AL T FRARAS R I A RE R 1

Any data processor who applies for security assessment for data export shall submit the outbound

transfer security assessment application to the provincial-level cyberspace administration at the place

where the data processor is located. Application materials shall be submitted in both a hardcopy and a

softcopy.

%ﬁﬂﬁb&ﬁ$ﬁﬁﬂfﬁfSAIWEW%&$ﬁﬁﬂ%%§%§%dJ:%%ﬁ%%m
BRI R R IR LR E S E s Rl e VEEIGH, BdE A PR ] ARGR [
.

The provincial-level cyberspace administration shall, within five working days after receiving the
application materials, check the completeness of the application materials. If the applicant passes the
completeness check, the provincial-level cyberspace administration will forward the application
materials to the State Cyberspace Administration; if the applicant fails to pass the completeness check,
the data processor will be notified of the rejection of its application materials.

[ K5 20 B W3 48 A5 T AR AR R S 7 DN TAEE P, 558 A2 75 32 B Tl Jn
b FE
The State Cyberspace Administration shall, within seven working days after receiving the application

materials submitted by the provincial-level cyberspace administration, decide whether to accept the
application and notify the data processor in writing of its decision.
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Bl A B IS RN SR B S AR AR R, N2 SR SR T AR, eIk 2 P
H AN 7R B BE IR AR AL, 22 PR b BRI, HE A FE A K o DT A T
THIE A I ] o

If the data processor is notified to supplement or correct its application materials, it must supplement or
correct the materials as required within the specified time limit. If the data processor fails to supplement
or correct application materials without good reason, the application for security assessment will be
terminated. If there are complicated circumstances, the data processor will be notified of an extension
of time to process the application.

P TE G, B A B E AR BV Al 45 Fm AN . RPAG A IR TE U, B A 3 R R A
I 85 22 4 B SQVE R RN VA 45 FRm AN 5 107 25K, RUEAR OCHAE th 505 3 X vrAh
S5 S UL, B A PR T DAE S R TE AL 45 Rl A 15 AR B ) B KR AE 70 B B E,
BYPA RN AL .

After the security assessment is completed, the data processor will receive a notice of the security
assessment results. Where there is no objection to the assessment results, the data processor must
manage its data transmission activities in accordance with the laws and regulations on security
management of data export and the relevant requirements set out in the security assessment results notice;
where there are any objections to the security assessment results, the data processor may, within 15
working days after receiving the security assessment results notice, apply to the State Cyberspace
Administration for a result review, and any re-assessment results will be final.

=, HidE
Application Materials

Ko A B AR T VA, NS IRACU AR CEGE 852 2 DAL AR AT RHESR LI
7+ -

A data processor shall submit the following materials to support their application (see Appendix 1 for
Requirements for Application Materials for Data Export Security Assessment ):

1 G fF AARSIE R e
Photocopy of its Unified Social Credit Code Certificate

2. FEARANG LR B

Photocopy of the ID card of its legal representative

3. &P NEHRIEREEMT
Photocopy of the ID card of the person authorized to submit the application (*Agent™)

4. ZBIPNEBEATT BRI 2)
Power of Attorney for the Agent (see Appendix 2 for the template)
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5. M TP IR OB BHE 3D
Application Form for Data Export Security Assessment (see Appendix 3 for the template)

6. HEEAMECTT T LA EE A 0 B R e A B A VAR RO SO B
Photocopies of the data transmission contract or other legally binding documents to be concluded
with the foreign recipient of the data;

7. Bl AR AR RO BT 4)
Risk Self-assessment Report for Data Export (see Appendix 4 for the template); and

8. A IUERI R R

Other relevant supporting materials.

W A B X PR AR CSEVE 15T, SRACB BB, 2 PP AR A, IR RIKIETT
iSRS S g

The data processor is responsible for ensuring that the application materials submitted arc authentic. If
any forged or false materials are submitted, any security assessment will be null and void, and the data
processor will be punished in accordance with the law.

M. HRE#H

Consultation

HLFHIR4E: sjcj@cac.gov.cn
Email: sjcj@cac.gov.cn
BCARHiE: 010-55627135
Contact Tel.: 010- 55627135

KGR
Appendix:

1. B BT 22 VPl AR K

Requirements for Application Materials for Data Export Security Assessment
2. ZIP NEREFE (BHO

Power of Attorney for the Agent (Template)
3. Al ATEA AR (RSO

Declaration Form for Data Export Security Assessment (template)
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4. Bl RS H VPR RO

Risk Self-assessment Report for Data Export (Template)
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B 1
Appendix 1
Hy BT 2 VPl H AR AT RHEDR
Requirements for Application Materials for Data Export Security Assessment for
s | MEAR BR #1
No. Name of Document Requirements Remarks
1 g At fE A IR SENE N A
Unified Social Credit Code Certificate | Photocopy with
company seal
2 RN G ESF SN #R A
Identity =~ Document  of' Legal | Photocopy with
Representative company seal
3 LI NS et ENE IR A
Identity Document of Agent Photocopy with
company seal
4 LIPS JEAF:
Power of' Attorney for the Agent Original
5 | MR B ARG A
Declaration Form for Data export Security Assessment
51 | A& JEA
Letter of' Commitment Original
5.2 | Hudli R AVl R JEAF:
Application Form for Data Export | Original
Security Assessment
6 558 AN WOTT AT LR B AR | SEEMnaE A & Xof H Al H 5 A 5% 4
KA F B HoAth B A R R 093¢ Photocopy with TE S FAE G LR
i company seal EATE D TN E 5
Data export Contract or other legally PR LA SCRRCA it
binding document to be concluded with A e SRR,
the foreign recipient 0[] 25 4 28 1R 1)
HSCRRA
Contractual clauses
related to data export
shall be highlighted,
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circled. or otherwise
prominently marked.
The Chinese version
of the legal document
shall prevail. If there
is only a version in a
language other than
Chinese, a Chinese
translation must be
submitted
simultaneously.

7 Bt 35 XU B VAL R JEAt:
Risk Self-Assessment Report of Data | Original
export
8 FABAR SR AR JE AT B BN I0 5 4 | A SSHIE B A4 OREBL A
Other relevant supporting materials = SCHRAS I HE, XA
Original or photocopy A SChRAS, 2 P
with company seal PEAT HET I o0 R

ZS

The Chinese version
of all supporting
materials shall
prevail. If there is
only a version in a
language other than
Chinese, a Chinese
translation must be
submitted
simultaneously..

FESEAE LR TR R, 5 A 77 PR S AR L F ST A
Softcopies of the aforementioned materials shall be submitted in CD form together with any original
hardcopy application materials.
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B 2
Appendix 2

LIPS
Power of Attorney for the Agent

KRNIEE CGUUEFS1S ) REFLFIEEFRREEREN, BRPERRA 44 (G5
UELFES. D BRI v R TAES N . B Ip NARRIR A AL T 28 e 42277
R TSR B — VT Dy, GFEIEEE M EALRBERE, BT DRI, JER A N
UPPRE R

The undersigned name (ID No.: ) is the legal representative of name of the Data Processor, who
now hereby authorizes name (ID No. ) of our company to handle the data export security
assessment application. The company will acknowledge all actions, including execution and submission
of application materials, taken by the Agent for and on behalf of the company in connection with the
application for data export security assessment application, and the company will assume the
corresponding legal responsibilities.

BN % A H®E. F A H
Term of authorization: From to
LI NTCHE AR

The Agent shall not transfer any of its rights and obligations hereunder.

FATAFR (53D
EEREFEN (BF):
SN (FEF:
Company Name (Seal):
Legal Representative (Signature):
Agent(Signature):
# = A H
Date:
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B 3
Appendix 3
s 35 22 VP H R BBO
Declaration Form for Data export Security Assessment (Template)
HE UL

Directions for completing the form

N

H b Ak BV AR N B IR 0 85 22 VAl FR R AR 2 p IR

This should be filled out by the legal representative of the data processor or his authorized
Agent for the data export security assessment;

AEEERITIE AL AN “O7 F55, AR N 2SI A E B
Where there are choices, please check the “00” on the left side , and fill in the relevant
information for the underlined parts;

FIT¥ B ¥ FAE , ] 22 (e N B AR X4 22 427 ) s (O AR N ISR 1 450 2 429250
(P NRGFEATE A NAB B ORGED) A1 (B B 22 e Al J M) SEEEE AR ]

L

For certain terms, please refer to those defined in the Cybersecurity Law of the People's
Republic of China, the Data Security Law of the People's Republic of China, the Personal

Information Protection Law of the People's Republic of China, the Measures for Data Export
Security Assessment, and other relevant laws, regulations and departmental rules;

P 1 X ELIER A B 70 2 ) 5 I B ST AR
The Cyberspace Administration of China is responsible for formulating and interpreting rules
in respect of the declaration.
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—. FKED

I. Letter of Commitment

¥R VS IVES7:F

The undersigned company makes the following solemn representations:

R IR RO . AT e N RS L SRR L E
The collection and use of the data declared to be transferred abroad is in compliance with the
relevant laws and regulations of the People's Republic of Ching;

— MR A, . MR

All the application materials are authentic, complete, accurate, and valid;

= NEF NG 7 H LS R 2 A v Al AR SR A E AL A SR
It will provide necessary cooperation and support for the data export security assessment
organized and implemented by the Cyberspace Administration of China; and

V0. B TR HAT 3 A WS, HERIRZ HAR KA R R,

The self-assessment shall be completed within three months before the date of application,
and no major change has occurred by the date of application.

ARG 70 0 BRAR LR AR VN A, A AR AN SEERE B T 2R U, B SR ROV 5T AT
The undersigned company is aware of and fully understands the above representations, and is willing to
assume corresponding legal liability for breach of' any of the aforementioned representations.

BREREN (FF):

Legal Representative (Signature):
AL (FFED:

Company (Seal):

10
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T B B A VAl AR

Application Form for Data export Security Assessment

LR VARG

LR Ry /S
Company Name NatL_Jre of Company
Business
e
BT S IR
Registered . .
Address Office Location
AR HIS I i L
01 Hdis b 3 % Validity Period Postal Code
Wi — B
01 Information AR R LA
about the Data | Registered Number of
Processor(s) Capital Employees
FENSS
Principal
Business
g —t 2 fEH
N
Unified  Social
Credit Code
44 HAS%/ [E] F
02 VEE A A Name Position/Nationality
B K 2R LG H 7~ S AE
02 Legal Contact Number E-mail
Representative's SRR R EE=ym
Information o L
Identification Identification
Document Type Document Number
03 Hrif % 4 1 | MEA 4%/ 4
ST ANFE NI | Name Position/Nationality
A I 7 LI T
03 Pata Security Contact Number E-mail
Officer and
Management Lt e 51
Function Identification

Identification

11
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Document Type Document Number
- LEEDN
Institution Name !\Iumbgr Pf People
in Institution
4 155 11 5
Name Position/Nationality
04 S NSE | BRAHE R 1]
04 Agent | Contact Number E-mail
Information e R GE=!
Identification Identification
Document Type Document Number
05 % ¥s 55k
ZHiR
05 Description of
Business
Scenario Related
to Data Outbound
Transfer
06 % ¥s 5%
H
06 Purpose of
Data Transfer
07 % ¥s 55
7754
07 Method of
Data Transfer
08 % ¥% ! 1% B
%
08 Data Link of
Data Transfer
O FEEHE
BURFERE (A
00 H th ks ¥ 4 Important Jyu ;;‘
B Bz Data ne
2 Sensitivity (in the
. Data Type O MAGEE Yy
09 Conditions of yP i case of Personal
the  Exported Personal Information)
Data Information
Gy MB/GB/TB W RAT NI,

12
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10 EEAhEU
=

10 Information of

Data Scale MB/GB/TB Industry/Field
Involved
WA N E S E T E R Gy
Number of Volume of
Natural Persons Important
Involved Data
e IOT A U
BT B 5K 5 H X
Name of

Foreign Recipient

Country or Region

S B
B fE R I
Address Registration
Number
M B4 A4
Registered Number of
Capital Employees
5T N4 T 3T NHRSS

Name of Person

Position of Person

Fore_lg_n in charge in charge
Recipient
P &R B FL 7~ B A
Contact Number E-mail
IR Gt WEAF 565
Identification Identification
Document Type Document Number
FEWNS
Principal
Business
11 Bp4h ey | A HR %%
w42 7EN | Name Position
NE¥ i) . . e
MBI |y 2 i e
11 Infopfiation of Contact Number E-mail
the Person
Responsible for | iEf:35%A! WA
Data Security and | genification Identification
Management Document Type Document Type
Function of
Foreign L 2 7k DIREP
Recipient Institution Name Number of People

13
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in Institution

12 AR
12 Legal
Documents

P E S E LRI

List of Names of Legal Documents:

13 AH K 2% A
AR T
VST 3
13 Page Number
and Clause of
Relevant

Provisions in the
Legal Document

1.

Bl BT H R J7 sSUREEEVE L BEAMRIOT BB & 5

AV N

Purpose, scope and methods of data export and the purpose and method of
data processing by the foreign recipient;

JITAE A 24 B DA

Name and page number of documents
FITiR 26K

Relevant terms

g /MRS AR, PAROEBIARAFIAIR . 5E 2 E B BB
RS2 5 S 0O ) A S i

Location and duration of storage of the data transferred abroad, as well as
the processing measures for the data transferred abroad after expiration of

the storage period, or completion of the agreed purpose, or termination of
the legal documents.

FITAE A 4498 e DA
Name and page number of documents
Tk 5k

Relevant terms

X BEAMENOT s I R AL S NI K

Restrictions on the foreign recipient's re-transfer of the data transferred
abroad to another organization or individual,

T AE SCA 249 B DA,

Name and page number of documents
JITik 25k

Relevant terms

SEAMENOT FE B2 A e Y B R A S v Ak, B e
Ky M DX HHE 22 A AR B BRI RN X 4% 22 A IR R AR AR Ak DA B R AR
AEAS T I 185 T 5 BOHE DL DR B s 22 A, 7 2 R 475 7t -

14




ey YT AW S5 T B Translated by Llinks Law Offices LLP

4. Security measures which should be taken in case of a material change to the
actual control or business scope of the foreign recipient, or in case of a
change to the data security protection policies or regulations, or network
security environment of the country or region where the foreign recipient is
located, or in case that the data security cannot be guaranteed as a result of
any other force majeure event;

FITAE A 249 B DA,

Name and page number of documents
FITiR 2K

Relevant terms

5. 3 RIFHIT L E BB A DR AP S AN I B L TR RIS
itk 77 3o
5. Remedial measures, liability for breach of legal documents and dispute

resolution mechanism in the event of a violation of data security protection
obligations as agreed in the legal documents;

JITHE A 24 B DA,

Name and page number of documents
FITiR 2K

Relevant terms

6. HEEEIEEBI T BOA. MER. B HRECERAREIRI JRE
IR KGN, 2235 0T e B S Ak B R E SRR RS N 4E5 HANE B
B as @A A 77 2

6.  Requirements on properly responding to a data security incident, as well as
channels and method to safeguard individuals' personal information rights

when the data transferred abroad is tampered with, destroyed, leaked, lost,
transferred, illegally obtained or illegally used;

JITAHE AT 44 TR B DAY
Name and page number of documents
ik 55k

Relevant terms

14 % 4 2 &
157 o [ VR
ITEGER. ]

15
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PG L

14 Information
Regarding Data
Processor's
Compliance with
the Laws,
Regulations and
Agency Rules of
the People’s

16
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RV

Instructions for Completing the Form

Bk 01 BRI AL RR. B, i, AR, EMRESEARE?

How to fill in the name, nature of business, registered address, validity period, registered
capital, etc. of the entity in section 01 of the declaration form?

Hrlf b3 N 20 R G — e (5 AR LA A2 R LTRSS BY . A RONE H
W5, AEMH S BAR BT, At AR A RN AL A BT E R B A
IS, Wb iEE X X B X 5. Ry B 435 75 B AR G40 .

The data processor shall fill in the information according to the information recorded on the unified
social credit code certificate, such as the organization name, nature/type, validity period. The
registration address of the entity shall be the specific city such as Beijing. Shijiazhuang of Hebei
Province. etc. The Office Location of the entity shall be specific to the house number, such as X
Road, Haidian District, Beijing. The currency and amount of the registered capital shall be
specified in the form.

BiRF5 02, 03, 04 WUHEMREEARE?

How to fill in the identification document type in section 02, 03 and 04 of the declaration
form?

AR SRR DUE A S B R Sk, 8. G988 E RO RF@EATIE . BRI E KRN
HIEAT RS
Please complete this according to the specific circumstances, e.g., resident ID card, passport,

mainland travel permit for Taiwan residents, or mainland travel permit for Hong Kong and Macao
residents. etc.

FR 35 05 B H i Bk iR B AR ?

How to fill in the description of business related to data transfer in section 05 of the
declaration form?

A5 SEHUS KRR R B RV S5, NSRS SOk g A4 R — B
The section shall be filled in truthfully. The declared name of the business involved in the data
transfer this time shall be consistent with the business name involved in the legal documents.

HR 35 06 T HHE S B B AT ?

How to fill in the purpose of data transfer in section 06 of the declaration form?

WOT LSS E A BORITTT . LE B, F5RAKNIR.

17
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For example, any business cooperation, technical research, operation management. etc., shall be
specifically described.

HRF5 07 BB HEH AT XELHT?

How to fill in the method of data transfer in section 07 of the declaration form?

VAR BT R 2 AR EIR M R T e sE

The method of data transfer shall be stated, such as transmission via public internet or transmission
via a special line.

FR 35 08 M H SR E AT ?

How to fill in the data link of data transfer in section 08 of the declaration form?

i AR B R, WBERRIRALR . BEEREE LAY . B AR AR 0 A AR LS
YIFEALE L P ik,
Th. data link of data transfer shall be stated, such as the link provider, the number and bandwidth

of the links, the name of the domestic and foreign ground data center, the physical location of the
machine room, and the IP address, etc.

HRF5 09 T S HIREH L E A HT ?

How to fill in the conditions of data to be exported in section 09 of the declaration form?

KTMNGEBRHERRE, T2REZRE (ERLeEAR MAERZEE). W AT
M/ USRI S H S AT AT E L Tk, BAE . eRb. Sl HARBRIE, PAE
e, BBV, BE. B ERR T,

The sensitivity of personal information may be determined accordance with the Information
Security Technology Personal Information Security Specification. Information regarding the
industries/fields involved shall be filled in under the scope of industries/fields involved in the data
export, such as industry, telecommunications, finance, transportation, natural resources, health care,
energy, education, science and technology, science and industry for national defense, etc.

HR TS 13 BUHRFRAEERSU PR EAEE?

How to fill in the page numbers of section 13 and the relevant clauses of the legal documents
in the declaration form?

B A B T 0 AR SO SRR A RS, FF XA DR A i se . ARHE S B AR iR

The data processor shall fill in the page numbers of 'the corresponding clauses in the legal
documents, and highlight, show with a box or otherwise mark the relevant clauses.

18
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RS 14 BT EER. TBUEM. BIIRERLEAHRT?

How to fill in information regarding the data processor's compliance with the laws,
regulations and agency rules of the people’s republic of China in section 14 of the declaration
form?

HE AL TR 2 ARV 55 2278 1 Bl T 32 BAT UL T A 0 A8 A A TR A S B il
B, B R T B B R D 8% 222 4 T THIAE S L

The data processor shall briefly describe the information regarding any administrative penalties it
received in its business operations over the past two years, as well as investigations by the relevant
competent regulatory authorities and any rectification, with a focus on the information of data and
network security.

19
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B 4
Appendix 4

Hol RS VAR S OB
Risk Self-Assessment of Data Export (Template)

HH AL P AR (%) # A H
Name of the data processor: (seal) DD/MM/YY

20
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L

Notes:

() HdlE AL FRAE HR R 58 22 VPl I R S Ot B PP AG IR 75 5

The data processor shall provide a self-assessment report when applying for data export
security assessment for;

() BAlE AT S 206 i B 52 0 E PP S S B AR LS 97525

The data processor shall be responsible for the authenticity of the self- assessment report and
attached materials submitted;

(=) A& i B S S AA U RET 3 > H W 5ERG

The self-assessment activities mentioned in this report shall be completed within three months
before this application; and

(W0 W =T Z 5 B0, SUE B VPR o w5 = UM A S 0L 2 51T

N

EITE L, FFEMRA R T BN S =TT A &

If a third-party agency has participated in the self-assessment, the basic information and the
assessment participation of the third-party agency shall be explained in the self-assessment
report, with the seal of the third-party agency affixed on the relevant internal pages.

HVPAL TR IR

Brief Description of the Self-Assessment

VPG TAEF B o, s bm i, HEUEN. Sl . sy NEE N .
Information regarding the implementation of the self-assessment, including the starting and ending
times, organization, implementation processes, implementation methods, etc.

H SR E SR AR L

Overall Conditions of the Data Export Activities

VENUG ] B A B ARG Ol Bl B SR S S B ARG HEEEBIE GO, kit
HE A ORBERE GO BEAMEWOT IO A E S A . B IR T

Detailed descriptions shall be given of the basic information of the data processor, the business and
information systems involved in the data export, information about the data to be exported, the
security protection capability of the data processor, the information of the foreign recipient, and
the agreed legal documents, etc. Details include but are not limited to:

(=) B H AN I

21
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(=)

Basic information of the data processor

A N Z N EISE
basic information of the organization or individual;

PR A S R R SE Bz ) N A5 S5

information of the organization's equity structure and the actual controller;

AP ALENSE:

organizational structure information;

EE /iRt $2 VIR ATEDSY

information of the data security management institution;

R UNERSE €T AV

overall business and data conditions; and

BN AN L -
domestic and foreign investment circumstances.

Bl BB Kolk 55 015 B R S E L

Information of the business and information systems involved in the data export

Hdfe B8P Lol 55 B AT D5

basic information of the business involved in the data export;

e B Sl 55 i Bdla 53 i s

information of the data assets involved in the data export;

e 8500 Lolk 55 145 B AR GO

information of the information systems involved in the data export;

B LW B L (BE SRS 1L

information of the data centers (including cloud services) involved in the data export; and

Hths SRR AH B L

relevant information of the data links for the data export.

22
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(=)

QLp)

L AR 15 L
Information regarding the data to be exported
Y W HE H B A AT A PR R B L YalEL 7R, KA. RS

B

state the purpose, scope, and method of the data export and the processing of the data by the
foreign recipient, as well as the legality, legitimacy and necessity thereof;

Yo U B ORI, YEEE M. BRURRR L

state the scale, scope, type and sensitivity of the data to be transmitted abroad;

P BIRAE ARG 6 BT OFEEL, ISR FER RS 5 .
G/ e EVE R
information regarding the system platform and data center for domestic storage of the data to

be exported, as well as the planned system platform and data center for storage after the data
is exported; and

Hedfe 85 5 1 B AR A BT R BRI Do

information regarding the retransfer of the data to other foreign recipients after the data is
transmitted abroad.

Kot Al P K 2 A R RE 1 15

Information of the data processor's capability for ensuring data security

Bl 2B, OEEHALERMG RE RGN, SREEH. 2R %. M
SULE . AR AN NE B R R S5 FE S S A O s

data security management capability, including management organization systems and
construction of systems, systems of whole-process management, classification and grading,
emergency response, risk evaluation, protection of personal information rights and interests
and the implementation of such systems;

B AR ), ORFEEURIGE. 8. H. T, &, =24t AFF. eSS
SR IR I 2 2 BOR T 55
technical capability for data security, including technical safety measures adopted for the

whole process of data collection, storage, use, processing, transmission, provision, publication
and deletion;

s 2 A ORI A AR, AT R O 224 S PPl . Bodls 22 4 RE I INEE

23



ey YT AW S5 T B Translated by Llinks Law Offices LLP

(f

Bl 2 aivE . B2 e it W2 25RO TS I
certification of the effectiveness of data security measures, such as data security risk

assessment, data security capability authentication. data security inspection and assessment,
data security and compliance audit, and MLPS conditions; and

TREST Al AN 2% 22 A RAE S L

compliance with relevant laws and regulations the data and cybersecurity.

s RO

Information of the foreign recipient;

BRSO AT UL

basic information of the foreign recipient;

A O BRI i . 5 5%

purpose and method of data processing by the foreign recipient;

AN I8 2 A TR RE T 5

capability of the foreign recipient for data security;

a4 MU P B R s [X B 22 4 DR AP B A I 2% 22 A BT A5 0L«
the policies and regulations and the cybersecurity environment of the country or region where
the foreign recipient is located; and

B MR WSCTT b BRI ) A A AR A
description of the whole-process of' data processing by the foreign recipient.

VRS 2058 B 2 A R S USSR TE L
Information of the responsibilities and obligations of data security protection agreed in the
legal documents

ol TR H i Ty sUREEEVE L, BEAMRIOT AR B I . T 30

the purpose, method and scope of the data to be transferred abroad, and the purpose and
method for processing the data by the foreign recipient;

BRI i IR, DURGEBIORAFHARR . S8 5E H s S SR 4 b
H B K (0 A B i s

the location and duration for the storage of' the data located abroad, as well as how to process
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Q")

the data located abroad upon the expiry of the storage period, achievement of the agreed
purpose, or termination of the legal documents;

X BN BT A 4 A AL S NI LT RTEZOR

restrictions on the foreign recipient’s re-transfer of the data located abroad to another
organization or individual;

B AMEWCOTAE S PR R s A B VE R A S A, B T [ 2, i DX B4l 22
IR AP RV U I 28 22 A 858 A AR A DL R R A HABAN R 450 75145 T - S5OHE DA DR B
WAy, N RN 2 4 fE it

security measures which should be taken in case of a material change to the actual control or
business scope of the foreign recipient, or in case of a change to the data security protection
policies or regulations, or network security environment of the country or region where the
foreign recipient is located, or in case that the data security cannot be guaranteed as a result
of any other force majeure event;

3 SAE A 207 B 22 4 R 55 HIANRBUE It 24 SR AT S-S0 U5 3K
remedial measures, liability for breach of contract and dispute resolution mechanism in the

event of a violation of data security protection obligations as agreed in the Legal Documents;
and

MRS E R R, ek, ZK. FRalEYAREIREG. AREFI IS XS,
A TN SUAL B ERAN R A N5 A N5 B R @ A2 A7 5.

requirements on properly responding to a data security incident, as well as channels and
method to safeguard individuals* personal information rights, when the data located abroad
is tampered with, destroyed, leaked, lost, transferred, illegally obtained or illegally used.

Hodfe AL B DN T U ) AR D

Other circumstances that the data processor considers necessary to be explained.

= UL R B KU R A 1 L

Risk Assessment of Planned Data Export Activities

N FH OIS KR A SO, B U PP A R IR I R UG (G i, DA SO SR 4
BN &G BEIE 8
The information for the risk assessment shall be explained individually for each of the following matters,

with a focus on problems and potential risks discovered in the assessment, as well as corresponding
rectification measures and rectification results.

(>

s AN MR PR A H . YeR 7 REE I EETE . IR e B,
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the legality, legitimacy and necessity of the purpose, scope and methods of' the data export,
and the processing of the data by the foreign recipient;

(=) MEECERIEL. Y. B, BURRLE, HoBmEEeTRe Bx 24, AR, A
NEGE AL EVERL R T R A KU
the scale, scope, type and sensitivity of the data export, and the risks to national security, the

public interest or to the legitimate rights and interests of individuals or organizations, caused
by the data export;

(=) BSMERWOT AR AR SR LS5, CURBEAT DU S5 B BB R S it . BE IS5 RET
DR L 58 2 1Y) 2 45

the duties and obligations which the foreign recipient commits to undertake, and whether the
foreign recipient's organizational and technical measures and capabilities in terms of
performing the duties and obligations can guarantee the security of the data export;

W0 Bl 8 b A 85 FL@%& WA, M. R BB EGERARESRIL AREFH
SRR, A NE SRR YR IR TE 2 I8 5

the risks of' the data being tampered with, destroyed, divulged, lost, transferred, illegally
obtained or illegally used during and after the data export, and whether there is a smooth
channel for safeguarding personal information rights and interests;

(1) SEIAMRECT T LA BOE A R A R s Hefh BAT RO SR 4%, B 780
A58 1B 7 2R SUE L5

whether the responsibilities and obligations for data security protection arc fully agreed in
relevant contracts for the data export, or other legally binding documents to be concluded with
the foreign recipient; and

(N) HAl T RERZ B 52 A FH I

other matters that may affect the security of data export.

VU S B R PR 512

Conclusion of the Risk Self-Assessment of Data Export

ER e L PR VP A 175 (AT LB CA 0 X 0L R AT R s H B 3 11 H 2 WL FR XU B VP Al 5 1
T UL AT H B DA 4518 10 B A 3

In light of the above risk assessment information and corresponding rectification information, an
objective conclusion of the risk self-assessment shall be made for the proposed data export, and fully
explaining the reasons and arguments for the self-assessment conclusion reached.
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