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kport of personal information or important data

Self Assessment

CAC Assessment

Befor export

> Self

(1) CIIO's personal information and important data
e xport

(2) Important data export

(3) Processing personal information of more than 1
Imillion people

(4) Cumulatively transfer personal information of
Imore than 100,000 individuals or sensitive personal
nformation of more than 10,000 individuals from Ja
of the previous year

If data export is
based on signing
standard contract,
file the contract with
the provincial CAC

Within 10
- :working days

#There personal information 1
involved, standard contracts
formulated by CAC could be
referred to

Self assessment and CAC assessment is requined in
one of the following data export circumstancejs:

Apply for

>

Assessment

Assessment

Where CAC Assessment does
not apply, data processors who
export data can voluntarily
undergo self-assessment

Key factors for assessment:

(1) Whether purpose and method of data
export and recipient's processing are legal,
legitimate, and necessary

(2) Scale, scope, type, and sensitivity of
exported data, and risks that may arise from|
data export

(3) Recipient's promised responsibilities,
measures and capabilities for data security
(4) Risks such as data leakage and tampering
during and after the data export

(7) Whether legal documents to be
concluded fully stipulate data security
protection responsibilities and obligations

is required fora
ersonal information export
scenarios, no matter CAC
Assessment is required or

of data export are legal, legitimate, and :
necessary;

(2)Legal & cybersecurity environment of
recipient's country/region, and recipient's
data security protection level

(3) Scale, scope, type, and sensitivity of
exported data, and risks that may arise
from data export

(4) Whether data security and personal
information rights and interests can be
fully protected

(5) Whether legal documents to be
concluded fully stipulate data security
protection responsibilities and obligationq
(6) Compliance with Chinese laws and
regulations

(7) Other factors CAC deems necessary

not

If CAC requires material

=-» Council, the provincial CAC

Submit to
provincial
CACs*

Within 5
working days

\J

Completeness
check

Y

v

State CAC recieve and
review the materials

Fails to supplement
/correct materials
twithou’c good reason

Supplement /correc
materials

:

Key factors for assessment: isupplementation/correction
Supplément Within 7
(1) Whether purpose, scope, method, etc. Jcorrect working days

\J

Decide whether
to accept the
application

Organize relevant
departments of the State
Y

and specialized agencies to
conduct assessment

-.Z -

No supplementation/correction
is needed

Within 45 working days (may
be extended depending on
circumstances)

Apply to State CAC for re-
consideraion within 15
working days if applicant has
any objections

Post export

Circumstances affecting \
security of exported R
data occur ** eassessment

\J

Reassessment

2 years past the issuance of
assessment result; or
Circumstances affecting security of
exported data occur **

** Circumstances affecting security of exported data occur:

(1) Changes in purpose, method, scope, type of data export, changes in recipief
processing purpose and method, and extension of data overseas storage period
(2) Changes in legal & cybersecurity environment of recipient's country/region o}
other force majeure events, or changes in control of data and legal documents
(3) Other circumstances affecting the security of exported data

If it is necessary to continue to carry out data export activities after expiration
assessment result, data processor shall re-apply for assessment 60 working dalys
before expiration.




