
5个工作日内

自评估 申报评估

通过省级网信
部门提交材料*

完备性
查验

通过

重新评估

*提交材料：
(1) 统一社会信用代码证件影印件
(2) 法定代表人身份证件影印件
(3) 经办人身份证件影印件
(4) 经办人授权委托书
(5) 数据出境安全评估申报书
(6) 与境外接收方拟订立的数据出
境相关合同或者其他具有法律效
力的文件影印件
(7) 数据出境风险自评估报告
(8) 其他相关证明材料

数据出境合
同或其他法

律文件

45个工作日
（可能视情况延长）

出现影响出境数据
安全的情形**

国家网信部门
收到材料，审
查是否受理

7个工作日内

完成评估

法律文件应包含内容：
(1) 出境目的、方式、数据范围，接收方处理用
途、方式
(2) 境外保存地点、期限，到期后的处理措施
(3) 对于接收方再转移数据的约束性要求
(4) 接收方难以保障数据安全时应采取的措施
(5) 数据安全保护义务违约责任、争议解决条款
(6) 发生数据安全风险时开展应急处置、保障个
人权益

评估结果超过2年
或

出现影响出境数据安全的情形**

自评估 申报评估
出

境
前

出
境

后

重新评估

涉及个人信息或重要数据出境

个人信息保护影响评估

个人信息保护影响评估应当包括内容：
(1) 个人信息的处理目的、处理方式等是否合
法、正当、必要；
(2) 对个人权益的影响及安全风险；
(3) 所采取的保护措施是否合法、有效并与风
险程度相适应。
个人信息保护影响评估报告和处理情况记录
应当至少保存三年。

涉及个人信息的，可
参考网信部门制定的

标准合同

**(1) 向境外提供数据的目的、方式、范围、种类和境外接收方处理数据的用途、方
式发生变化影响出境数据安全的，或者延长个人信息和重要数据境外保存期限的；
(2) 境外接收方所在国家或者地区数据安全保护政策法规和网络安全法律环境发生变
化以及发生其他不可抗力情形，数据处理者或者境外接收方实际控制权发生变化，数
据处理者与境外接收方法律文件变更等影响出境数据安全的；
(3) 出现影响出境数据安全的其他情形。
有效期届满，需要继续开展原数据出境活动的，数据处理者应当在有效期届满60个工
作日前重新申报评估。

重点评估事项：
 
(1) 出境和接收方处理数据的合法性、正
当性、必要性
(2) 数据出境的规模、范围、种类、敏感
程度，数据出境可能产生的风险
(3) 接收方承诺的责任义务、数据安全措
施和能力
(4) 数据出境中、后泄露篡改等风险
(5) 与接收方拟订立的法律文件是否充分
约定数据安全保护责任义务

申报退回通知 未通过

决定是否受
理

受理

不受理通知

不受理

根据申报情况组
织国务院有关部
门、省级网信部
门、专门机构等
进行安全评估

补充/更正
申报材料

需要更正/补充

不需要更正/补充

终止评估

无正当理由
拒绝补充/更正

如采用签订
标准合同方
式出境的，
需向省级网
信部门备案

10个工作日内

对评估结果有异议,15
个工作日内申请复评

重点评估事项：
 
(1) 出境的合法性、正当性、必要性
(2) 接收方所在国的数据安全保护政策法
规和网络安全环境、接收方数据安全保护
水平
(3) 数据出境的规模、范围、种类、敏感
程度，数据出境后泄露篡改等风险
(4) 数据安全和个人信息权益能否得到充
分保障
(5) 拟订立的法律文件是否充分约定数据
安全保护责任和义务
(6) 遵守中国法律法规的情况
(7) 国家网信部门认为需评估的其他事项

更正/补充

 触发申报评估：符合以下情形
之一的应当自评估并申报评估：
 
 (1) CIIO的个人信息和重要数据
 (2) 重要数据
 (3) 处理个人信息达100万人
 (4) 自上一年度1月1日起累计出
境10万人以上个人信息或1万人
以上敏感个人信息

即使无需申报评估，涉
及数据出境的数据处理

者也可进行自评估

无论是否需要申报评
估，涉及个人信息跨
境传输，都需要进行

PIA



Self 
Assessment

Apply for 
Assessment

Submit  to 
provincial 

CACs*

State CAC recieve and 
review the materials

Within 7 
working days

*Materials to be submitted: 
(1) Unified Social Credit  Code 
Cert ificate
(2) ID card of legal representat ive
(3) ID card of the person authorized 
to submit  the applicat ion
(4) Power of At torney
(5) Applicat ion form 
(6) Legal documents to be 
concluded
(7) Data export  risk self-assessment  
report
(8) Other materials

Data export  
contract  or other 
legal documents

Within 45 working days (may 
be extended depending on 

circumstances)

Circumstances affecting 
security of exported 

data occur **

Decide whether 
to accept  the 

applicat ion

Within 5 
working days

Legal documents to be concluded   should 
include the following contents: 
 
(1) Purpose, method, data scope of export , and 
processing purpose and method of recipient  
(2) Locat ion and period of storage abroad, and 
processing measures after expirat ion 
(3) Rest rict ions on onward t ransfer by recipient  
(4) Measures to be taken when recipient  is 
unable to ensure data security 
(5) Liabilit y for breach of data security 
protect ion obligat ions, and dispute resolut ion 
clauses 
(6) Requirements to carry out  emergency 
response when data security risks occur, and 
methods to protect  personal rights and 
interests

2 years past  the issuance of 
assessment  result ; or

Circumstances affect ing security of 
exported data occur **

Self Assessment CAC Assessment
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Reassessment

Export of personal information or important data

Personal informat ion 
protect ion impact  assessment

** Circumstances affecting security of exported data occur: 
(1) Changes in purpose, method, scope, type of data export , changes in recipient 's 
processing purpose and method, and extension of data overseas storage period
(2) Changes in legal & cybersecurity environment  of recipient 's count ry/region or 
other force majeure events, or changes in cont rol of data and legal documents
(3) Other circumstances affect ing the security of exported data
 
I f it  is necessary to cont inue to carry out  data export  act ivit ies after expirat ion of 
assessment  result , data processor shall re-apply for assessment  60  working days 
before expiration.  
 

Key factors for assessment:
 
(1) Whether purpose and method of data 
export  and recipient 's processing are legal, 
legit imate, and necessary
(2) Scale, scope, type, and sensit ivity of 
exported data, and risks that  may arise from 
data export
(3) Recipient 's promised responsibilit ies, 
measures and capabilit ies for data security
(4) Risks such as data leakage and tampering 
during and after the data export
(7) Whether legal documents to be 
concluded  fully st ipulate data security 
protect ion responsibilit ies and obligat ions

Reassessment

Key factors for assessment: 
 
(1) Whether purpose, scope, method, etc. 
of data export  are legal, legit imate, and 
necessary;
(2)Legal & cybersecurity environment  of 
recipient 's count ry/region, and recipient 's 
data security protect ion level 
(3) Scale, scope, type, and sensit ivity of 
exported data, and risks that  may arise 
from data export  
(4) Whether data security and personal 
informat ion rights and interests can be 
fully protected 
(5) Whether legal documents to be 
concluded fully st ipulate data security 
protect ion responsibilit ies and obligat ions 
(6) Compliance with Chinese laws and 
regulat ions 
(7) Other factors CAC deems necessary

 Self assessment and CAC assessment is required in 
one of the following data export circumstances: 
 (1) CIIO 's personal informat ion and important  data 
export
 (2) Important  data export
 (3) Processing personal informat ion of more than 1 
million people 
 (4) Cumulat ively t ransfer personal informat ion of 
more than 100,000 individuals or sensit ive personal 
informat ion of more than 10,000 individuals from Jan 
1 of the previous year

Where personal informat ion is 
involved, standard contracts  
formulated by CAC could be 

referred to

Complete 
assessment

Personal information protection impact 
assessment shall include the following:
 
(1) whether purpose and method of 
processing of personal informat ion are 
legal, legit imate and necessary;  
(2) Impact  on personal rights and security 
risks;  
(3) Protect ion measures taken are legal, 
effect ive and appropriate to degree of risk
 
Assessment  report  and processing record 
shall be kept  for at  least  3 years

Completeness 
check

Y

Rejection of  
application N

Notificat ion of non-
acceptance  

N

Organize relevant  
departments of the State 
Council, the provincial CAC 
and specialized agencies to 

conduct  assessment

Y

Supplement /correct 
materials

No supplementation/correction
 is needed

If CAC requires material 
supplementation/correction

Supplement
 /correct

I f data export  is 
based on signing 

standard cont ract , 
file the cont ract  with 

the provincial CAC

Within 10 
working days

Apply to State CAC for re-
consideraion within 15 

working days if applicant has 
any objections

Terminate 
assessment

Fails to supplement
/correct  materials 

without good reason

PIA is required for any 
personal informat ion export  
scenarios, no mat ter CAC 
Assessment  is required or 

not

Where CAC Assessment  does 
not  apply, data processors who 

export  data can voluntarily 
undergo self-assessment


