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Twenty Key Points of National Recommendatory Standard for Personal
Information Security

By Xun Yang

On 29 December 2017, the Information Security Technique — Personal
Information Security Standard (the “Security Standard”) (which the
National Information Security Standardization Technical Commission
prepared) has been adopted and is set to be implemented as of 1 May
2018. The Security Standard, to certain degree, clarifies issues in
relation to personal information protection and also de facto imposes on

business operators higher standards for personal information protection.

The full text of the Security Standard will be publicized on the official
website of the National Standardization Commission by the end of this

month. This briefing summarizes below twenty key points which are
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the ground of, among others, the non-compliance with the spirit of the Security Standard. As such, the
Security Standard should be considered a reference in guiding personal information protection
practice.

Information Security Governance

2. Responsible Person. The Security Standard requires that senior management, such as legal representatives

and other senior managers, lead information security matters and that, upon satisfaction of certain
conditions on the scale of information collection and process, a dedicated division be established to manage
information security. The Security Standard provides for the roles and duties of such responsible persons
and divisions. As such, it is not only IT departments’ responsibility to maintain information security.
Failure to maintain information security may be considered a breach of due care duties of the senior

management.

3. Security Internal Audits. The Security Standard requires that business operators carry out information

security audit at a frequency of at least once a year to fully review information protection practice, potential
risks and security measures. The internal audits can not only prevent occurrence of actual incidents,

but also form a defence when an actual incident occurs.

4.  Management of Critical Positions. The Security Standard requires that business operators adopt

procedures to ensure that the staff appointed to critical positions, who have access to and process personal
information, have good characters, knowledge, and skills, including to conduct background checks, to

deliver trainings and to enter into confidentiality agreements with relevant persons.

Information Collection

5. Consent to Indirect Collection. A direct collection of personal information obviously requires consents by

data subjects. In case a business operator collects personal information indirectly from a third party, it must
verify the legality of the collection and disclosure of the personal information by such third party. This
requires that business operators not only impose contractual obligations on such third party to
ensure the legality of the information disclosure, but conduct necessary due diligence on the source of

information as well.

6. Exceptions of Collection from Public Sources. The Security Standard for the first time confirms the

legality of collecting personal information from legitimate public sources, such as news reports and

government announcements and, thus, broadens the channels for collecting personal information.
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However, the Security Standard fails to clarify the exact scope of legitimate public sources.

7. Information for Data Subjects. To seek data subjects’ consents to information collection, collectors are

required to inform data subjects of their personal information protection policies, including the scope and
purpose of the collection as well as security measures to protect the information collected. The Security
Standard provides for, in a great detail, the contents and formats of the policies as well as the manners to
display such policies. In particular, business operators need to include enough information in the
policies to ensure the sufficiency and, at the same time, to use summaries and highlights to ensure

that the policy be clear, reader-friendly and able to attract readers’ attentions.

Storage and Usage

8.  Segreqgation of Depersonalized Information. The Security Standard provides for a series of requirements

on storage of personal information in possession of business operators. In particular, if personal identifiers
are removed from personal information, physical, technical, and managerial measures must be
adopted to segregate the personal identifiers from the depersonalized information to avoid

reattaching the personal identifiers back onto the depersonalized information.

9. Cessation of Operation. The Security Standard requires that when business operators cease operating

certain products or services, they notify relevant data subjects of the same and delete personal information
collected for such products or services. They must not use such personal information for unauthorized

purposes.

10. Manner of Usage. The Security Standard requires that personal information be released as little as possible

during the course of usage. In particular, if end users do not need to know the identifieable personal
information, the relevant personal information must be depersonalized before being provided to

either internal or external users.

11. Deregistration and Withdrawal of Consents. The Security Standard requires that data subjects be granted

the right to deregister their accounts and to withdraw their consents and that data controllers provide
channels for such deregistration and withdrawal. As such, the administrative burdens on business

operator which possess personal information are increased.

12. Duplicated Copy for Free. The Security Standard entitles data subjects request for a copy of their personal

information in the possession of data controllers and requires that data controllers provide such copies, in

principle, free of charge. This would be an administrative burden for business operators but, based on
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reasonable ground and upon proper notification to data subjects, business operators may impose

reasonable fees for provisions of such copies.

13. Opposition of Auto-decision. The Security Standard requires that if auto-decisions are made based on

personal information collected, such as credit ranking, the relevant business operators provide channels

for data subjects to oppose such decision.

14. Security Assessment on Sharing Parties. The Security Standard imposes a number of due care obligations

on data controllers which share personal information with third parties, which obligations include to
contractually manage the use of personal information by the parties which receive the relevant
personal information and conduct due diligence on their capabilities to protect information security
before disclosing any information.

15. Disclosure of Sensitive Information. With respect to the disclosure and sharing of sensitive information,

the Security Standard requires that data subjects be informed of such sharing and disclosure as well as the
information receivers’ security capabilities. As such, business operators are required to foresee
possibilities of future data disclosures and sharing and to be able to balance the clarity and flexibility

in describing the parties which are possibly provided with personal information which they collect.

16. Information Transfer during M&A. The Security Standard requires that, during M&As, the parties which

take over businesses be responsible for personal information collected for such businesses and for
performing the security obligations based on which data subjects give consents for the collections of their
personal information. However, the Security Standard fails to clarify whether the transfer of the possessions
of personal information during M&As requires data subjects’ consents. As such, data collectors are
advisable to consider possible future disposals of businesses at the time of collection, and the parties
which take over the businesses are advisable to conduct due diligence on the personal information

protection standards applicable to such businesses to be acquired.
17. Co-controllers. Parties, which collect and control personal information jointly (e. g. , e-commerce
platforms and the e-shops thereon), are required to document the allocations of their data security duties

and responsibilities. This requires that personal information security and protection clauses be

included into relevant commercial agreements (such as Platform Access Agreements).

Incident Management

18. Contingency Plan. The Security Standard requires that data controller prepare contingency plans vis-a&vis
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possible information security incidents and perform drills accordingly at least once every year. Such
contingency plans and drills can not only prevent occurrence of incidents but also form proofs to
certain extent that business operators perform due care obligations in protecting information

security.

19. Incident Management and Recordal. The Security Standard requires that business operators manage

incidents in accordance with contingency plans and keep proper records of the management. Such records

would be important evidence to determine business operators’ responsibilities for the incidents.

20. Prompt Notifications to Affected Parties. During incidents, data controllers are required to promptly

notify affected data subjects of the occurrence of the incidents and progresses of resolving the incidents.
This requires that, when preparing the notifications, business operators manage the proper levels of
disclosures to avoid insufficient disclosures which cause unnecessary public concerns and

reputational damages and also to avoid self-confessions.
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